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The American system is continuously dealing with the problematical balance of rule through domination externally and rule by consent internally.  Of particular interest are problems arising from the new global political, economic, and social system and the parallel ‘conquests’ of geography and time through the near complete integration of American transportation, media, and communication infrastructure with that of the rest of world.
  Can the United States balance these apparently antithetical goals indefinitely or will one goal ultimately supercede the other?  Will the realist demands for intrinsic to the maintenance of the American Empire, specifically in terms information limitation and manipulation, ultimately undermine the foundations the American Democracy?

Democracy and the Necessity of a Meaningfully Informed Polity:


Democracy is one of those words that almost every culture and class of human being likes the sound of, or, at the least, the sound of its public relations value.  Therefore almost everyone uses the word to describe whatever political activity they are participating in.  The result, in terms of a meaningful definition, is not unlike pouring red (Marxist), green (environmentalist), and blue (liberal) paint, as well as a slew of other colors (and ideologies), into a single bucket and mixing well: a muddled, unclear, and ugly mess.  Yet underlying most of these definitions is a basic concept.  A significant proportion of the general populace of a political organization must be politically empowered, capable of a making meaningful impact (be it through republican, direct, corporate, consensual, or other structures and/or means) on policy.  Democracy is thus stripped to the component most fundamental in defining any political system: who is empowered to make decisions.  

In order for the general populace to know when policy is necessary and acceptable along both moral and rational-realist dimensions, the general populace must be meaningfully informed.  Without this information, as well as the ability to debate and process it publicly, a democracy is as unable to make meaningful decisions, and thus fulfill its purpose.  Under these conditions a democracy, like any political schema under similar conditions, is entirely impotent, incapable of making rational decisions.  To lack information is either to be de facto ruled or to act on mere impulse.  Therefore information may rightly be considered at the crux of any discussion of whether a democracy is meaningfully functional or not.  Ideally there would be no serious reason why the free acquisition, exchange, and critique of information among the ruling group of any ruling organization, including the general populace in the case of a democracy, would be impeded.  However in practice, particularly in interstate relations, the need for security sometimes, it is argued, overrides the need for this free acquisition, exchange, and critique of information.  In the case of the United States, or any other state exhibiting characteristics of an empire (i.e. behaviors of domination and regional or global hegemony), these realist concerns are amplified: those seeking to dominate or defend and maintain a regime of dominance find themselves trying to maintain not only a secure core and secure basic relations, but indeed the security of an entire integrated system.

Efforts to increase and maintain security in the realm of information may be classified as variants of three primary strategies: the acquisition of information, the limitation of information dissemination, and the manipulation of disseminated information.  The first of these strategies is essentially ambivalent to the survival of democracy: to acquire information is to gain a better picture of the environment in which actors are acting.  The information itself is neutral until processed and circulated.  This is as opposed to the latter two techniques that involve interpreting, restricting, rejecting, and/or changing information.  These political techniques, alternatively identified as censorship and propaganda, have the political potential of atomic devices: in their proper use they may deter war or limit casualties, and alternatively, they may strike, intentionally or unintentionally, at the fundamental channels that allow meaningful democracy and destroy them utterly.  

Censorship:

Information limitation has two potential applications in the realm of security.  The first of these is that of preventing enemies and/or potential enemies from acquiring information that may be of direct applicable value, such as the movement of forces, the types of weapons available to those forces, the mention of sensitive materials, and so on.  This sort of propaganda, realistic in means but idealistic in ends, has generally been accepted by the populace of the United States during times of significant military crisis, though grudgingly.
  

Another potential application of censorship lies in its use as psychological weapon, functioning as a reinforcement to the morale and unity of friendly forces (or their supporters) or as a detriment to the morale and unity of unfriendly forces (or their supporters), all in an effort to control the behavior of those forces in order achieve particular goals.
   Most examples of this type of censorship involve the censoring of material that would portray the propagandist in a negative light, in other words the censoring of material that would expose military or intelligence failure, incompetence, dissent, and/or moral corruption.  Most commonly this would involve the censoring of war dead imagery (both of the propagandizing political system and its enemy); the censoring of material related to friendly fire casualties; the censoring of material related to rape, debauchery, spoiling, genocide, mass killing, torture, and other war crimes; and the censoring of propaganda generated by political enemies and/or potential enemies and their supporters.

Propaganda: 


Information manipulation serves two primary purposes.  As with censorship, propaganda may be used to improve the morale of friendly forces and weaken that of enemy forces.
  Additionally, propaganda may be used to give the enemy/enemies false impressions of the propagandist’s real intentions.
   In the case of the first of these classes of propaganda, the media output in question may either concentrate on portraying the enemy in a negative or itself in a positive light.  Negative propaganda generally parallels the criteria and genre noted above in the discussion of censorship, though here the question is one of selective projection rather than selective repression of information.  Positive propaganda, conversely, attempts to inspire an image of the propagandist political system and its members alternatively as morally upright, courageous, indefatigable, undefeatable, awe-inspiring, chivalrous, and merciful.
  When effectively combined with censorship, these two forms of propaganda can potentially inspire in both the propagandist’s political system and those political systems with which it is clashing a black-and-white contrast: the propagandizing system is not only perceived as just and undefeatable, it is willing to give clemency to those who would seek it, while its enemy is a savage aggressor whose elites are taking advantage of their own people, leading them to inevitable slaughter on the battlefield with no concern for their well-being.  The ultimate goal: to encourage the propagandist’s soldiers and home front civilians to work and fight as hard as possible for victory, to make the enemy perceive their own political system and the war in which they are engaged as morally aberrant, thus encouraging them to either abandon the effort entirely or to actively undermine their own system.


Propaganda, being a realist tool, is not necessarily bound to the absolutist value of ‘truth.’  While the above forms of propaganda may certainly be primarily or entirely truthful, simply portrayed in what is believed by the propagandist to be a politically and/or militarily beneficial and expedient manner, propaganda may just as easily be untrue.  Disinformation, or the dissemination of false information intentionally, may just as easily be used to achieve political ends as informative (though selective) propaganda.  Disinformation may be utilized for purposes other than simple morale alteration and control, however.  Propaganda may be used to provide an enemy or enemies with a false impression of the intentions of the propagandist, thus drawing the enemy or enemies into a strategic and/or tactical situation of the propagandist’s selection.

On the Relationship of Censorship and Propaganda to Democracy:


Democracy, it has been stated, is dependent on the free availability and flow of information, a state of relative political transparency.  Censorship and propaganda are techniques of manipulating human beings’ emotions and psyches through the use of information and/or disinformation in such a manner as to, in turn, alter those human beings’ behavior, allowing the altering party to achieve some end or ends.
  Censorship and propaganda are, in other words, counter-democratic, potentially concentrating real influence and power into a limited elite who control the flow and dissemination of information.
  


Yet, as with most things, the picture is not as simple and self-evident as it would initially appear.  Censorship and propaganda are powerful tools, and all political systems find themselves in need of such tools from time to time in their efforts to extend and preserve themselves.  Granted, these political instruments are inherently dangerous to the democratic system, however the question remains as to whether or not under certain circumstances censorship and propaganda are acceptable, tactical evils utilized in an effort to achieve a greater good, something like the use of poisonous chemicals and radiation in an effort to preserve the life of a cancer patient.  The key point in affirming or disconfirming the validity of any particular instance of censorship and/or propaganda within the context of a political democracy lies not in the question of whether the instance is politically beneficial to the regime’s elites or policies.  Rather, the crux lies in whether or not said instance can be said to be democratically legitimate, in that it supports the fulfillment and maintenance of meaningful democracy both realistically and idealistically.  Even in the application of realist means, democratic (not realist)
 ideals must remain the ends.  This said, the question of when censorship and/or propaganda are democratically legitimate may be divided into four sub-questions:  when is censorship within the system democratically legitimate; when is propaganda within the system democratically legitimate; when is censorship outside of the system democratically legitimate; and when is propaganda outside of the system democratically legitimate?  


Regarding the internal use of both censorship and propaganda, it can be said that, in almost every instance both may be considered democratically illegitimate.  The logic is elementary: both of these processes, when used within the bounds of a democratic system, manifestly deprive the citizenry of meaningful information, thus eliminating the possibility of meaningful democracy (at least with regards to the policy matter censored or propagandized).  It may therefore be said that the application of these political instruments internally should be limited only to extreme cases in which not only is the material in question is of an extremely delicate nature (in that its revelation to outside powers could directly undermine and threaten the system, falling under the “of value to the enemy” category) but further, those persons entrusted with the ‘real’ information are both fully competent and adequately trustworthy (and subject to democratic oversight and post-conflict accountability) to act on behalf of the democracy.  



Another not insignificant point is that the utilization of censorship and propaganda internally in such a way that deprives the citizenry of the truth surrounding a crisis situation leaves the citizenry psychologically and emotionally unprepared if the crisis worsens, rather than improves.  To employ a metaphor, it is easier to recover from a punch one sees coming, thus allowing at least the twist of the head, the lowering of the body, and bracing of the teeth, then it is to recover from a blow from unknown quarters, both physically and psychologically.  Apparent unpredictability and randomness as well as incoherence between the official line and observable reality undermines rather than bolsters morale as well as undermining democracy.
  


Yet, detractors from this argument might ask, what if a state has reached a level of crisis that necessitates a more totalistic internal information control campaign?  Is this democratically legitimate?  The response is simple: if a political system has reached a level of crisis that would apparently legitimate the wide-scale internal use of censorship and propaganda as part of a last-ditch effort of the regime to survive, a program which is essentially one of unremitting behavior modification, two situations probably exist.  First, democracy no longer exists in this system in anything more than a nominal form, as almost all meaningful political power has necessarily (?) been transferred to ruling elites.  Furthermore, it is likely that if the people of said political system were adequately informed as to the condition of the system, they would favor either a dramatic reform of the system (on the scale of a regime change) or a the willing surrender of that system to the forces at work against it.  In other words, the functioning democracy, under these conditions, would actually advocate its own demise.  There is no meaningful democratic argument for the use of wholesale censorship and propaganda.
 


 Regarding externally-oriented censorship and propaganda, the question of their potential threat-in-use to the democratic power wielding these political instruments is largely dependent on the level of media and communications integration which exists between the censoring/propagandizing political system and the political system that is the target of these efforts.
   Specifically, the concern lies in whether or not the censoring and/or propagandizing democratic political system is capable of cordoning off the censored and/or propagandized political system or systems’ media and information networks from its own.   If this cellular isolation is possible, then the censoring/propagandizing democracy is theoretically capable of carrying on an effective information limitation and/or manipulation campaign without altering its own information processes, thus shielding the internal democratic process from harm.  Yet if the democratic system is unable to achieve such a level of cellular partition, then effective censorship and propaganda can only occur if a plan of internal censorship and propaganda are undertaken.   As noted above, this type of political conduct is counter-democratic and undermines the democratic process to a greater or lesser degree.


Some time should be spent on the functional difference between propaganda of the informative and disinformative genre within the context of democratic legitimacy.  Informative propaganda, again, is simply that type of propaganda that emphasizes particular truths in an effort to create a particular psycho-emotional reaction and thus a particular behavioral reaction.  This is as opposed to disinformation, which works for the same goals as the aforementioned type of propaganda, but does so by disseminating intentionally fictitious and misleading information.  The distinction is important for two specific reasons.  First, informative propaganda does not misrepresent the truth, or at least not wholly (in particular this type of propaganda simplifies complex realities in uncomplicated symbolic representations), and is less likely to be damaging to democratic orders if utilized either internally or in external integrated political systems.  Further, the use of a truth-oriented propaganda campaign is more likely to pad morale during times of crisis than a disinformative campaign, as people are prepared for unpleasantness, a situation paralleling that outlined above in the discussion of the disadvantages of internal censorship.  On the other hand, the use of disinformation in an external political system whose media and communications are integrated with the democratic propagandist’s own media and communications will necessitate, as discussed above, either high-levels of democratic undercutting or the sacrifice of efficacy.


The above can be summarized briefly.  If a democratic system wishes to use internal censorship and propaganda and remain democratic, it must do so as sparingly as possible.  If a democratic system wishes to dominate and control its peer systems by limiting and manipulating information flow it must successfully force the system into a cellular existence, disconnected from the media and communications infrastructure of the dominating democratic system, or else risk efficiency or meaningful democracy.  Therefore the democratic system with imperialistic leanings should seek to control through influence, through effective manipulation of the truth rather than disinformation and limitations of information.

Contemporary American Utilization of Censorship and Propaganda:


American policy towards censorship and propaganda in the Twentieth century can be characterized both as a whole and as existing in two distinct eras.  With regards to the first of these depictions, the United States has generally limited its use of censorship to times of perceived crisis, most specifically in terms of direct or indirect external military threat.  Alternatively, the United States has played host to two “ideologies” of information control during the Twentieth century, each of which has dominated censorship and propaganda policy schemes for a period stretching into decades.  On the one hand, in the pre-Vietnam era, the United States tended to emphasize highly restrained censorship (largely, though not wholly, concentrating on “of value to the enemy” matters) and propaganda (specifically emphasizing informative propaganda) policies (though slightly more so de jure than de facto).
   Following the Vietnam War, however, American policy took on a more realist sheen, increasing censorship in crisis areas and shifting towards more active propagandization, including deceptive propaganda. 


Pre-Vietnam, Twentieth century America witnessed three military crises in which significant quantities of censorship and propaganda were utilized: the First and Second World Wars as well as the Korean War.
  During this period the United States demonstrated a distinct unwillingness to commit itself to any sort of long-term psychological-oriented information warfare, dissolving official censorship and propaganda organs immediately after aggressions ceased (or simply not creating formal censorship and propaganda organs, as was the case in the Korean War) and leaning heavily on private, non-government support for information dissemination.
   The vast majority of censorship during this period was of the “of value to the enemy” type,
 though in during the First World War and early in the Second World War there was a tendency to attempt to preserve morale through censoring of particularly macabre visual imagery, a tendency that evaporated as members of the censorship and propaganda organs gained confidence in forthcoming victory during the Second World War.
  Roeder notes that, “during the entire nineteen months of American involvement in World War I, the government prohibited the publication of any photographs of American dead.  A similar prohibition lasted for the first twenty-one months of American involvement in World War II.”
  Interestingly, during the Korean War, which followed close on the heels of the Second World War, there was no apparent censorship of imagery for the maintenance of morale as the norms from the previous war still held among both censors and photographers alike, though frequently this led to an incoherence between the ideology being propagated in the publishing documents and said imagery. 
 


Similarly, American propagandization in this period was generally limited to informative propaganda both internally and externally.
  While numerous themes were explored in this propaganda, three major brands dominated the scene.  First, the continuous onslaught of the United States (and those forces allied with America) was reiterated over and over again, a metaphorical trumpet sounding “we’re coming” in a manner that was meant to give hope to resistance movements and dominated peoples and echo of forebodingly in the ears of the enemy.  Furthermore, this emphasis on the eternal drive tended to steel American will, providing a set of goals that could be illustrated vividly in imagery (soldiers with flags) and newsprint collages of maps and arrows.
  Concurrently, American propaganda tended to emphasize American technological superiority (and simultaneous numerical superiority), reiterating the deus ex machina element of the “we are coming” idea, while continuously highlighting the humane, moral, and merciful nature of the American solider (smiling soldiers giving smiling children and chocolate bars).


Conversely, American enemies were illustrated in a diametrically opposite fashion.  Frequently they were illustrated as animals, monsters, or horribly deformed and mentally deficient, with political and military elites as the most obvious and frequent targets.  Generally enemies illustrated with weaponry were illustrated with gothic, often blood covered blades or simple firearms (which, with proper lighting, often took on a medieval air of their own). . . technology was illustrated only in efforts to show the enemy’s destructive nature.  Often the enemy was illustrated as either monolithic and impersonal (imagery which was often aided by the propaganda techniques of the enemy themselves) or individualistically inhuman, the faceless nightmare shadow, reminiscent of Tolkien’s literary fiends the Ringwraiths.


American propagandists also continuously reiterated the ease with which enemy soldiers could surrender, emphasizing that they would be taken care of, protected, and given safe quarter.  Often emphasis was put on the distribution of leaflets guaranteeing safe passage to surrendering enemy soldiers, a technique that often added the psychological thrust necessary to persuade soldiers to avoid the ultimate sacrifice.


The attitudes of American political and military elites towards censorship and propaganda would dramatically change in the period following the Vietnam Conflict.  The cause is simple: the press/military relationship shifted from one of friendly competition with mutually recognized long-term interests to one of diametrically different interests and heated disconcert.
  The cause of the divergence of interests is fairly straightforward: a pattern of less and less censorship emerged as the war progressed, similar to the tendency exhibited in the Second World War.  Yet unlike World War II, the press was not witness to a bad situation increasingly improving.  Instead, the media witnessed a war with no apparent ends (beyond the highly abstract and strategically questionable); a war of steadily declining progress and exorbitant costs in both material and human terms.
  The media, in turn, reacted just as one would expect the free press of a democratic state to react: it pointed out the government’s colossal errors to the civilian populace, which in turn put pressure on the government to change their policy.


Mass media had effectively staged a coup, pushing the military’s policy choices aside.  The result within the military/intelligence establishment was a complete reexamination of their policies toward the dissemination of information, particularly during times of crisis.  No longer was the media seen as an ally, but rather as an enemy to be outmaneuvered and defeated.
  Combined with the general atmosphere of self-critique and reform which followed the Southeast Asian debacle, this antagonism would lead to a significant ‘revamp’ of American censorship and propaganda policy.  The greater part of the military/intelligence bureaucracy appreciably overhauled both structurally and functionally.  In later conflicts, beginning in Grenada and Panama and continuing into the Gulf War and the Kosovo campaign, increased censorship during periods of crisis became the standard.
  In particular, while long-established techniques were not abandoned, American propaganda shifted away from emphasizing solely the traditional concepts of American military supremacy, American political-military benevolence, and short and/or early war “low casualty” morale boosts.
  Low casualty war was replaced with the concept of  “casualty-less war,” as American smart weapons made, apparently, the battlefield bloodless (thus adding even more credence to the myth of American benevolence). 

Furthermore, American propagandists in the post-Vietnam era have increasingly exhibited a willingness to utilize disinformation.  Examples abound, from the Patriot missile system deception during the Gulf War (in which the effectiveness of the missile system was grossly over-valued in an effort to prevent the Israeli government from entering the conflict) to the disavowal of American participation in numerous high-casualty urban warfare battles in that same war, not to mention the 
likely connection of “Gulf War Syndrome” to biological and/or chemical agents released in American bombing raids.
  Similarly, the current “War on Terrorism,” being waged against Al-Queda in Afghanistan specifically and the world in general has seen a number of disinformation endeavors, most glaringly illustrated in the “bin Laden in a suit” incident (involving a doctored photograph of bin Laden, showing him without a beard and wearing Western clothing).  It may be safely assumed that for every case of disinformation exposed by the press, more than a few remain concealed. 

With these shifts in censorship and propaganda policy, we begin to see a serious threat to the maintenance of meaningful democracy in the United States, at least in the field of foreign relations.
  The United States military/intelligence establishment is actively pursuing a policy of strict control over information flow from areas of martial crisis not only for those reasons traditionally emphasized in American propaganda policy, but also as a means of garnering maintaining support on the home front.  In most circumstances, a truly cellular external target is impossible to guarantee, thus necessitating significant levels of internal censorship and propagandizing to compensate for interstate information transfer (particularly if techniques of disinformation are to be used).  In essence, when combined with the unwillingness of American civilian elites to appear too dovish, these behaviors deprive the general population of the ability to make meaningfully informed decisions as to whether or not they should support any particular conflict, the cessation of said conflict, or the means by which the United States is operating within the context of that conflict.  

Conclusions and Prescriptions:


The United States government is increasingly utilizing political techniques that are inherently undemocratic in the realm of international affairs, specifically during times of crisis.  There are multiple possible ramifications of this apparent post-Vietnam War shift in policy.  First, what little direct influence the general populace previously has on international policy during times of foreign crisis will likely become co-opted by the elites of the state.  Accompanying this monopoly of power will be ever increasing efforts to minimize general knowledge of foreign activities during crises as part of efforts to avoid increasingly radical reactions to shifts in policy.
  Secondly, the United States’ already waning international reputation is likely to continue its descent as the beacon of democracy is increasingly seen as an imitator of other empires of domination.  The United States has helped in the creation and preservation of many functioning democracies: their own critiques are likely to reflect our own democratic inadequacies and could, in the long-term, lead to political movements in foreign states capable of seriously altering American political flexibility.  Third, the United States risks overuse of its tools of choice: with the contemporary level of global integration propaganda is less likely to exist unchallenged in any environment and overexposure could lead to a dilution of efficacy, a situation which could actually hold some hope for the maintenance of American democracy if no action is taken to eliminate the more undemocratic elements of American military crisis policy by policymakers.
 


Without question, the United States should abandon all pretenses to censorship and propaganda in general and disinformation in particular beyond that which is strategically and tactically essential.  Defining what is ‘essential’ is a highly subjective matter, therefore a multilateral, nonpartisan apparatus with representation from the cabinet and National Security Council, the judiciary, Congress, the military, the intelligence and investigatory communities, the various communications bureaucracy organs, and perhaps certain non-governmental persons should be constructed to create guidelines for the American security establishment’s use of censorship and propaganda, guidelines which should in turn be submitted to Congress for approval.  Ideally this process would yield not only a logical policy, but further an outline for a permanent organ, over which Congress would exercise direct oversight, for dealing with approving particular censorship and propaganda actions.

Furthermore, whenever possible the United States should seek a state of greater transparency whenever and wherever possible: essential to this is the freedom of the press to investigate and report on international crisis situations.  This will necessitate greater military assistance and tolerance of the press in the field, as well as a greater willingness on the part of the owners of press organs to put information in the public domain that may be unfavorable to their allies in the political sphere.  

The process of increasing transparency and democratic accountability could possibly be facilitated if the United States were to take the necessary diplomatic steps to make its military and intelligence community available for trial on war crimes and crimes against humanity.  In essence, by making the US military and intelligence communities the object of not only national, but international critique, the United States has the potential of adding an entirely new level of watchdogs.  Naturally there are problems with making such a move, most importantly in that it could leave the United States, democracy or not, at the will of global political machinations and values which our democracy does not share with other political systems or organs, therefore any steps taken in this direction should be hesitant and gradual.


Moreover, the United States should seek to rebuild its public image.  Real power springs from many wells, some deeper than others.  If the United States sought to actively reinforce multilateral organizations, strengthen international trading and security agreements in meaningful, mutually beneficial ways, leading rather than dominating (or, more importantly, appearing to lead rather than appearing to dominate, as domination in and of itself is not counter-democratic to the United States internally) the United States could likely increase its security (thus lowering the need for censorship and propaganda in the long term), improve and reinforce both the international system it helped to create and its position of preeminence therein, undermine alternate possible global leaders (such as the European Union or People’s Republic of China), and improve its ability to influence the masses, and thus the elites, in other political systems.   


Finally, the United States should reform its policy on censorship of documents regarded as secret, particularly those documents regarding completed operations.  Speeding up the release of documents will lead to greater real transparency and greater military/intelligence accountability (out of the fear of war crimes liability and anticipated civilian reaction).  


None of this is to say that the United States should abandon wholesale the use of censorship and propaganda.  Rather, it is a suggestion that with some basic reforms the American state could not only rapidly improve the level of meaningful democracy (at least during periods of international crisis), but indeed overall American international influence, influence which can be quietly (rather than raucously and sardonically) used to bolster American power and global dominance.  The use of censorship and propaganda should be gauged in order to avoid overexposure and to maximize benefit to the Union.  Properly done, the United States can effectively extend both temporally and physically its hegemony while simultaneously preserving its democracy.
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